
Real-life AXA XL claims scenarios

Cyber claims



Click on any Industry to go
to those claims scenarios.

Also, check out our Fast Facts 
infographic (page 3) and our 

Claims Trends infographic 
(page 6). Total payouts for 

each claim are inclusive  
of any applicable  

self-insured retentions.

 

1
Introduction

2
Healthcare

Financial Services

4
Technology

5
Professional Services

Municipal Services

The liabilities associated with cyber 
exposures can devastate your business. 
A single cyber-attack in the US costs 
companies, on average, $9.44 million.*

Protect your business by understanding your cyber liability exposures and how AXA XL can 
help you effectively manage your risk and protect your reputation. Our claims team is 
comprised of seasoned Cyber and Technology claims professionals, most former practicing 
attorneys, who collectively have several decades of experience. We partner with you 
to successfully investigate and resolve your covered claims  fairly and accurately. Our 
experience covers claims of varying complexity, with the team having handled data 
breaches across multiple industries and jurisdictions.

This year, we saw a significant increase in ransomware claims in both frequency and 
severity. We also saw an increased number of claims for violations of the Biometric 
Information Protection Act (“BIPA”), business email compromises and social engineering 
attempts. Specifically, this year we saw our first eight figure ransom demand; and of 
our overall claims, social engineering and ransomware comprised just over 60%. Of the 
ransomware claims our team has handled, there was a large increase on those in the 
manufacturing and chemical company sector as well as those attacks spreading to third 
party companies that had connected networks.  

Continue reading to find out more.
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* https://www.ibm.com/security/data-breach: 
Figures and findings from Cost of a Data Breach Report 2022 - IBM

https://www.ibm.com/security/data-breach


Industry:

Healthcare
A test in discretion

Total Payout:  $2,000,000
Coverage Section: Privacy and Security Liability Coverage

The Insured was sued in a putative class action lawsuit alleging 
violations of the Illinois Biometric Information Privacy Act due to 
its use of thumb prints for its time keeping system for employee 
clock-in and clock-out. Third party coverage under the Policy’s 
Privacy and Security Liability insuring agreement was triggered.  
The court has issued final approval of the settlement for 
approximately $1.8M.

Privacy, please!

Total Payout:                    $100,000
Coverage Section:         Data Breach Response and Crisis 

Management Coverage

A company was contacted by a patient after she discovered 
multiple pages of protected heath information and personally 
identifiable information that did not belong to the patient in 
her discharge paperwork. She asked the company to confirm 
that her information was not in the possession of other agency 
patients. After the agency provided her with confirmation, she 
allowed the agency to retrieve the documents that she improperly 
received. The information related to a few additional individuals. 
The data breach response and crisis management coverage 
insuring agreement was triggered as result. The individuals whose 
information was improperly disclosed were notified of this matter, 
and they were offered identity and credit protection monitoring, 
as their social security numbers and banking information was 
among the inadvertently disclosed information. Data breach 
response and crisis management costs totaled $100,000. 

Industry:

Financial Services
Phishing for client data

Total Payout: $500,000
Coverage Section: Data Breach Response and Crisis  

Management Coverage

A financial institution was notified by the FBI that its client data 
was recovered from an underground internet forum run by cyber 
criminals.  The client data was mixed in with client data from 
hundreds of other companies. Available data on each client 
included online banking login info, names, and addresses.  Per the 
FBI, the data was likely obtained through phishing scams directed 
at the bank clients, and not through the bank’s systems.  Required 
notifications were sent to certain state Attorneys General and 
all bank clients whose data appeared on the website, and credit 
monitoring was provided to notified clients. 

Misdirected money

Total Payout: $225,000
Coverage Section: Data Breach Response and Crisis  

Management Coverage; Social 
Engineering Financial Fraud 
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Endorsement

A financial services company was the victim of a social 
engineering event, which resulted in a fraudulent wire transfer of 
$200,000 in connection with the closing of a property. The fund 
transfer was made pursuant to updated instructions that they 
allegedly received from their vendor. It was ultimately discovered 
that the wire transfer was fraudulent when the company was 
notified several months later by the intended recipient that they 
had not received the transfer. Coverage was triggered under 
the Data Breach Response and Crisis Management Insuring 
Agreement, as it was reasonably suspected that the company 
suffered an email compromise. The company retained privacy 
counsel and forensics to assist with investigating the incident. 
Additionally, this incident triggered the Social Engineering 
Financial Fraud Endorsement. Approximately $225,000 was 
incurred in connection with these costs and the fraudulent 
transfer. It should be noted that this matter was also reported to 
the company’s Crime policy. 

USD 2.66 million
Average breach cost savings at organizations with an
Incident Response (IR) team that tested an IR plan versus 
those with no IR team and had not tested an IR plan.

Breaches at organizations with IR capabilities saw an
average cost of a breach of USD 3.26 million in 2022, 
compared to USD 5.92 million at organizations without
IR capabilities.

This average cost was a difference of  USD 2.66 million, or 58%.

277 days  
 per compromised record

Average time to identify and
contain a data breach
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Top 5
Industries with the most 
expensive data breaches

1. Healthcare

2. Financial

3. Pharmaceuticals

4. Technology

5. Energy

https://www.ibm.com/security/data-breach: Figures and findings from Cost of a Data Breach Report 2022 - IBM

https://www.ibm.com/security/data-breach:


Industry:

Technology
Remedying Ransomware

Total Payout: $10,000,000
Coverage Section: Data Breach Response and Crisis 

Management Coverage, Data Recovery  
Coverage, Business Interruption Loss 
and Extra Expense Coverage, Privacy 
and Security Liability Coverage

The Insured’s systems were infected with ransomware, impacting 
the Insured’s operational and administrative abilities. After 
evaluating the ransom demand and its options, the Insured 
decided not to pay the ransom and to focus on data recovery. First 
party coverages under the insuring agreements for Data Breach 
Response and Crisis Management, Data Recovery, Business 
Interruption Loss and Extra Expense and third party coverage 
under the Privacy and Security Liability insuring agreement were 
triggered. The Insured engaged privacy counsel and forensics to 
investigate, remediate, and recover its data. The Insured notified 
its business customers, resulting in numerous customer claims 
against the Insured.  An agreement was reached in the amount of 
$10M.

Malicious infiltration 

Total Payout:  $5,000,000
Coverage Section:  Business Interruption and Extra Expenses  

Data Breach Response and Crisis 
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Management

A malicious actor infiltrated the network of an internet services 
company and obtained the personally identifiable information 
of millions of the site’s users. The incident triggered the Business 
Interruption and Extra Expenses Insuring Agreement and 
the Data Breach Response and Crisis Management Coverage 
Insuring Agreement. Coverage was provided for privacy counsel 
fees, computer forensics fees, notification costs, identity theft 
monitoring fees, fees for a public relations firm, and fees to 
operate a call center to answer questions from impacted 
individuals as well as associated extra expenses enabling the 
company to resume operations. The total amount incurred was 
approximately $5M.

Industry:

Professional Services
A close call

Total Payout: $200,000
Coverage Section: Data Breach Response and 

Crisis Management Coverage; Cyber Crime 
– Funds Transfer Fraud

After an employee’s email account was compromised, a wire 
transaction was made by a fraudster impersonating the employee, 
which resulted in $200,000 in fraudulent transfers. First party 
coverage under Data Breach Response and Crisis Management 
and Social Engineering Financial Fraud Endorsement was 
triggered. The insured engaged privacy counsel and forensics to 
investigate and remediate. The Insured was able to recover its full 
wire fraud loss and the costs incurred on the matter were limited 
to the legal and forensic investigation.

Industry:

Municipal Services
A confidential calamity

Total Payout:  $100,000
Coverage Section:  Data Breach Response and Crisis 

Management Coverage and 
Privacy Regulatory Action

The Insured reported a potential data breach, which turned into 
an actual data breach concerning unauthorized access to two 
county employee email accounts with personally identifiable 
information (“PII”) and protected health information (“PHI”).  
The insured retained breach counsel and a forensic investigator. 
The initial review suggested a few thousand individuals and 
their PII were affected.  Credit monitoring and a call center were 
offered to affected parties.  An investigation by the Office of Civil 
Rights (“OCR”) is still pending. Total costs incurred to date are 
approximately $100,000.
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After an employee’s email account was 
compromised, a wire transaction was 
made by a fraudster impersonating the 
employee, which resulted in $200,000 
in fraudulent transfers.
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Industry:

Retail
Theft in “real time”

Total Payout: $2,000,000
Coverage Section: Data Breach Response and 

Crisis Management Coverage and 
PCI DSS Coverage by Endorsement

An online retailer discovered unusual activity on its server, which 
prompted an investigation. The investigation revealed that 
an employee’s credentials were stolen and then used to steal 
customer information in “real-time” as it was being entered into 
the retailer’s “checkout” site. The hackers were able to steal 
information including names, billing address, credit card number, 
expiration date and CVV code. 

Following the incident, we recommended appropriate vendors for 
the retailer. A forensics vendor was retained to confirm the scope 
of the incident and remediate the threat. After notifications to 
the impacted individuals, a call center was set up and monitoring 
services were offered. Because notification was done in a timely 
manner, there were no third party claims arising from the 
incident. 

Distributing credentials

Total Payout:  $150,000
Coverage Section:  Data Breach Response and Crisis 

Management Coverage

Several employees at a distributor provided their email 
credentials to a hacker in response to a phishing email. The Data 
Breach Response and Crisis Management Coverage Insuring 
Agreement was triggered, and privacy counsel and a computer 
forensics vendor were retained to investigate the scope of the 
breach. The investigation revealed that individuals needed to be 
notified that their personally identifiable information may have 
been compromised as a result of the incident. Credit monitoring 
services for the impacted individuals were also offered. The costs 
associated with this matter totaled approximately $150,000. 

Industry:

Manufacturing
The necessity of reviews

Total Payout: $100,000
Coverage Section: Data Breach Response and 
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Crisis Management Coverage

The Insured performed a security review and discovered a 
number of potential security events in its environment, including 
advanced persistent threats. Breach counsel and a forensic 
investigator were retained. The forensic investigator did not find 
any indicators of compromise to confirm unauthorized access to 
or exfiltration of data from the Insured.  It was determined the 
Insured did not have any notification obligations to individuals 
and/or state regulators in connection with the incident. After 
the retention was satisfied, approximately $100,000 was paid to 
breach counsel and the forensic investigator. The costliest initial attack vectors

Phishing

$4.91M

Business email 
compromise

$4.89M

Vulnerability 
in third-party  

software

$4.55M

Compromised 
credentials

$4.50M

The hackers were able 
to steal information 
including names, 
billing address, 
credit card number, 
expiration date and 
CVV code.



Industry: 

Education
A lesson in phishing

Total Payout: $500,000
Coverage Section: Data Breach Response and 

Crisis Management Coverage

The Insured reported hundreds of phishing emails were sent to 
its students and employees from an employee email account. 
First party coverage under the Data Breach Response and Crisis 
Management insuring agreement was triggered. The Insured 
engaged privacy counsel and forensics to investigate and 
remediate. Notification, call center services, and credit monitoring 
were subsequently provided to impacted individuals, and the 
matter was reported to the state regulator. Total costs incurred 
were approximately $500,000.

Industry:

Legal Services
An imposter in disguise

Total Payout: $400,000
Coverage Section: Data Breach Response and 

Crisis Management Coverage/Social 
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Engineering Financial Fraud Endorsement

A company providing legal services was the victim of a social 
engineering event, which resulted in fraudulent wire transfers 
totaling approximately $800,000.  The company received an 
email apparently from one of their client contacts requesting the 
fraudulent transfers. However, the email address was slightly 
modified to closely resemble the client’s legitimate email address. 
To verify, the company independently reached out to the client 
to confirm the wire transfer, and in return, received a fraudulent 
confirmation from the imposter.  

Once the company learned that the wire instructions were 
not valid, they immediately contacted the bank, the FBI and 
the receiving bank overseas. Despite the efforts, none of the 
funds were recovered. Coverage was triggered under the Data 
Breach Response and Crisis Management Agreement, as it was 
reasonably suspected that the legal services vendor suffered an 
email compromise. The company retained forensics to assist 
in the investigation of the incident. Additionally, this incident 
triggered the Social Engineering Financial Fraud Endorsement. 
This matter was also reported to the company’s Crime policy, 
which contributed to the expense and loss in this matter. 

Industry: 

Media
Unauthorized use

Total Payout: $5,000,000
Coverage Section: Media

Plaintiff filed a complaint against the insured, a media company, 
alleging that the insured exceeded the scope of its license to 
distribute and use certain photographs and information. The 
complaint contains causes of action for copyright infringement 
and breach of contract.  The potential damages associated with 
the matter likely will exceed $5 million.

Inside Job 

Total Payout: $500,000
Coverage Section: Data Breach and Crisis Management  

Coverage

This matter involved an online media company where a hacker 
used a former employee’s credentials to access the company’s 
network and steal millions of email addresses and passwords 
of users. Coverage was provided under the Data Breach and 
Crisis Management Insuring Agreement. Legal, notification, and 
forensics costs incurred totaled approximately $500,000.

A hacker 
used a 
former 
employee’s 
credentials 
to access the 
company’s 
network 
and steal 
millions 
of email 
addresses 
and 
passwords
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the email 
address was 
slightly
modified to 
closely resemble 
the client’s 
legitimate 
email address



 

The information contained herein is intended for informational purposes only. Insurance coverage in any particular case will depend upon the type of policy in effect, the terms, conditions and exclusions in any such  
policy, and the facts of each unique situation. No representation is made that any specific insurance coverage would apply in the circumstances outlined herein. Please refer to the individual policy forms for specific cover-
age details. AXA XL is a division of AXA Group providing products and services through three business groups: AXA XL Insurance, AXA XL Reinsurance and AXA XL Risk Consulting. In the US, the AXA XL insurance companies 
are: Catlin Insurance Company, Inc., Greenwich Insurance Company, Indian Harbor Insurance Company, XL Insurance America, Inc., XL Specialty Insurance Company and T.H.E. Insurance Company. Not all of the insurers 

do business in all jurisdictions nor is coverage available in all jurisdictions.  Information accurate as of October 2022.

AXA, the AXA and XL logos are trademarks of AXA SA or its affiliates. © 2022 
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